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Abstract

The development of Artificial Intelligence (Al) has had a significant impact on the world of education,
encompassing teaching methods, curriculum design, and evaluation systems. This study aims to
analyze the transformation of education in the Al era by emphasizing the interrelationships between
ethical aspects, technology utilization, and strengthening global competencies. The research method
uses a descriptive qualitative approach through a literature review sourced from scientific journals,
policy documents, and relevant international reports. The results show that Al plays a strategic role in
enhancing personalized learning, providing a more efficient evaluation system, and expanding access
to education, particularly in remote areas. However, its implementation also presents ethical
challenges, such as data privacy issues, potential algorithm bias, and the risk of unequal access due
to the digital divide. In facing these dynamics, the younger generation is required to master global
competencies, including digital literacy, critical thinking skills, cross-cultural communication, and
collaborative skills to adapt to the rapid changes in the digital era. This study confirms that Al-based
educational transformation can only be optimal if there is a balanced integration of technology, ethics,
and global competencies in the curriculum, as well as the support of adaptive, inclusive, and
sustainable national policies, especially in developing countries.

Keywords: artificial intelligence, educational transformation, digital ethics, global competence

Citation:
Harahap, E.O. Pratama, W.W. Widyatmoko, K. Azzahra, F. 2025. Transforming of Education in the Era of Al: Between Ethics,
Technology and Global Competence. MSJ: Majority Science Journal, 3(3), 125-133.

Corresponding Author:
Enita Oktavia Harahap
pps@unis.ac.id

1. Introduction

The development of Artificial Intelligence (Al) is increasingly rapid and has a
significant impact on the world of education, not only on teaching methods that are becoming
more interactive and adaptive, but also on the personalization of learning that allows each
student to gain a learning experience according to their needs, abilities, and learning style
(Oktavianus et al, 2023). Furthermore, the evaluation system has undergone a
transformation with the advent of Al technology, which provides instant feedback, real-time
learning data analysis, and more objective and comprehensive assessments. The
implementation of Al in education also opens up opportunities for the creation of more
flexible hybrid learning models, the integration of technology into the curriculum, and
increased access to quality education in various regions, including remote areas. However,
this development also raises new challenges, such as ethical issues regarding data use, the
digital divide, and the readiness of educators to adapt to this advanced technology
(Guerrero-Quifionez et al., 2023).

Artificial Intelligence (Al) presents a huge opportunity to increase the effectiveness of
education through optimizing the teaching-learning process, providing more relevant learning
materials (Fauzi et al., 2025), and providing fast and accurate feedback to students. This
technology can support personalized learning, help educators analyze student progress
more deeply, and expand access to global educational resources. However, behind these
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opportunities, Al also poses ethical challenges that cannot be ignored, such as the issue of
student data privacy that is vulnerable to misuse, the potential for algorithmic bias that can
create discrimination in the evaluation process and learning recommendations, and
inequality in technology access that has the potential to widen the gap between groups in
society that have digital resources and those that do not. Therefore, the use of Al in
education requires clear regulations, strong ethical governance, and collaborative efforts
between governments, educational institutions, and communities to ensure that this digital
transformation is inclusive, equitable, and sustainable (Kudriani et al., 2023).

Globalization demands that students have global competencies that are not only
limited to mastery of academic knowledge, but also 21st century skills that are relevant to the
dynamics of international society (Nuriyati & Chanifudin, 2020). These competencies include
digital literacy, which enables them to utilize technology effectively and responsibly, critical
thinking to analyze information and make informed decisions in complex situations, cross-
cultural collaboration skills to work with individuals from diverse backgrounds, and the ability
to adapt to rapidly evolving technology. In this context, education is required to integrate a
global citizenship-based curriculum, broadening students' horizons on international issues,
while instilling the values of tolerance, empathy, and ethical awareness in the use of
technology. Thus, students are not only prepared to face local challenges but also able to
compete, contribute, and play an active role in an increasingly connected global society
(Wulandari et al., 2024).

Curricula and education systems in many countries, including Indonesia, still focus on
traditional cognitive aspects that emphasize memorization, mastery of theory, and academic
achievement alone, while 21st-century skills such as digital literacy, creativity, collaboration,
and adaptability to technological developments have not been fully integrated into the
learning process. This condition indicates that the world of education still faces a significant
gap in preparing the younger generation to face the Al era, which demands flexibility, critical
thinking, and multidisciplinary competencies (Chandra Wijaya, 2024).

In Indonesia, despite reform efforts through the Merdeka Belajar program, school
digitalization, and competency-based curriculum development, its implementation still faces
various obstacles, such as limited technological infrastructure, educator readiness, and
disparities in access to education between urban and rural areas.(Setiyadi et al., 2025)As a
result, the education system has not fully utilized Al's potential as a tool for learning,
classroom management, and educational evaluation. Therefore, strategic steps are needed,
including curriculum updates that are responsive to technological developments, intensive
training for educators, and inclusive policies that ensure every student has an equal
opportunity to acquire relevant skills in the digital and artificial intelligence era.

There is a significant gap between the rapid advancement of technology and the
readiness of educational institutions to integrate ethical aspects and global competencies
into the educational transformation process (Ul Hassan et al.,, 2025). On the one hand,
technological developments such as Atrtificial Intelligence (Al), big data, and the Internet of
Things (IoT) have opened up significant opportunities to accelerate the digitalization of
learning, create more adaptive education systems, and provide broader access to global
knowledge resources. However, on the other hand, many educational institutions still focus
solely on mastering technical aspects and have not optimally instilled ethical values in the
use of technology, such as digital responsibility, data privacy, and awareness of potential
algorithmic bias.

Furthermore, the integration of global competencies such as digital literacy, cross-
cultural collaboration skills, and readiness to face global challenges is still being implemented
partially and has not yet become a full part of the curriculum. This gap risks producing a
generation that is technically proficient but lacks ethical sensitivity and global understanding,
both of which are crucial for building an inclusive, sustainable, and relevant education
ecosystem to meet the demands of the 21st century (Nisa et al., 2024). Therefore,
educational institutions need to undertake fundamental reforms by strengthening
multidisciplinary curricula that combine technology, ethics, and global competencies, while
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also preparing educators to be facilitators of educational transformation that balances
technical aspects and human values.

Many previous studies have focused solely on the use of Al technology in education
without comprehensively linking it to issues of ethics and global competency. Studies on the
ethical aspects of Al-based education are also limited, generally focusing only on data
privacy issues, while the moral, social, and cultural dimensions have not been widely
explored. Furthermore, research specifically addressing the integration of Al, ethics, and
global competency into educational curricula is still rare, especially in the context of
developing countries like Indonesia, which face challenges in infrastructure, the digital divide,
and human resource readiness (Schiff, 2022).

The novelty of this research lies in its attempt to present a multidisciplinary
perspective by connecting three important aspects simultaneously: ethics, technology, and
global competencies in the context of educational transformation in the Al era. This research
does not only view Al as a technological instrument, but also offers a new conceptual
framework on how Al can be implemented in the education system without neglecting ethical
values, such as fairness, privacy, and social responsibility, while remaining aligned with the
demands of global competencies that include digital literacy, cross-cultural collaboration, and
adaptability. Thus, this research makes a significant contribution to the education literature
through a holistic approach that integrates technology, ethics, and global skills, a perspective
that is still rarely addressed in previous studies, especially in developing countries.

The purpose of this research is to analyze how the development of Artificial
Intelligence (Al) is transforming the education system, both in terms of teaching methods,
curriculum design, and learning management, so that we can understand the extent to which
this technology affects the educational process as a whole. This research also aims to
evaluate various ethical challenges that arise in the application of Al in education, including
issues of data privacy, algorithmic bias, access equity, and its implications for moral and
social values. In addition, this research seeks to identify global competencies needed by the
younger generation, such as digital literacy, critical thinking, cross-cultural collaboration, and
technological adaptability, so that they are ready to face the dynamics of the Al-based digital
era. Ultimately, this research is directed at formulating a conceptual model of educational
transformation in the Al era that balances technological innovation, ethical integrity, and the
development of global competencies, so that it can serve as a reference for policymakers,
educators, and educational institutions in designing relevant, inclusive, and sustainable
educational strategies.

2. Method

This research method uses a descriptive qualitative approach to understand the
phenomenon of educational transformation in the Al era with a focus on multidisciplinary
studies involving ethical, technological, and global competency perspectives (Nasir &
Sunardi, 2025). The type of research used is a literature review of scientific journals, books,
research reports, and educational policies related to the implementation of Al, and can be
strengthened by case studies in educational institutions. Data sources come from both
international and national academic literature, educational policy documents such as national
regulations on Al, digital-based curricula, global competency standards, and reports from
international organizations such as UNESCO, OECD, and the World Economic Forum. Data
collection techniques were carried out through literature searches in scientific databases
(Google Scholar, Scopus, Web of Science), government policy documentation, international
institution reports, and optionally in-depth interviews with educators, students, or experts in
Al in education. Data analysis was carried out using content analysis to identify key themes
related to ethics, technology, and global competencies. Then, key issues were categorized
into opportunities, challenges, and implications for the application of Al in education. The
literature findings were synthesized to formulate a conceptual model of educational
transformation in the Al era. The research location is non-field-based because it is literature-
based with a global scope, while the research time was August 2025.
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3. Results and Discussion

Research shows that Artificial Intelligence (Al) in education has played a significant
role in supporting personalized learning, evaluation automation, and learning material
recommendation systems. Al-based learning platforms have been shown to improve the
efficiency of the learning process, although their effectiveness is highly dependent on the
readiness of educators to integrate technology. However, the use of Al also raises ethical
challenges, such as issues of student data privacy, information security, and the potential for
algorithmic bias that can impact learning equity. In addition, the risk of diminishing the role of
teachers if not balanced with a humanistic approach. On the other hand, the younger
generation is required to master global competencies in the form of digital literacy, cross-
cultural communication, critical thinking skills, and problem-solving, with Al-based education
emphasizing the importance of lifelong learning so that students are more adaptive to
technological changes. However, there is a significant implementation gap, where schools
and universities in developed countries are relatively more prepared to adopt Al, while
developing countries like Indonesia still face obstacles such as limited technological
infrastructure, suboptimal policies, and low digital literacy.

Table 1. Research Results on Educational Transformation in the Al Era

Main

Aspects Research Findings Implications
Al is used for Improving learning
The Role of personalization of learning, efficiency, however,
Al automation of evaluation, requires educator
and recommendation readiness to prevent
systems. inequality.
, Data privacy, information Regulatlon and ethical
Ethical security, and algorithmic literacy are needed so
Challenges bias are, ke iss%es that the use of Al does
y ' not harm students.
The younger generation is Al should be directed
required to master digital .
Global literacy. critical thinkin towards strengthening
Competence Y, 9, soft skills that support

and cross-cultural

communication global competitiveness.

Affirmative policies are
needed to reduce the
digital divide in the
education system.

The government needs to
design a national
curriculum framework that
is holistic and adaptive to
technology.

Source: 2025 data processing results

Developing countries still
The gap face limitations in digital
infrastructure and literacy.

The curriculum has not yet
Policy fully incorporated the
Implications integration of Al, ethics,

and global competencies.

The table above summarizes the main research findings on educational
transformation in the Al era. Regarding the role of Al, this technology has been shown to
improve learning efficiency through personalization and automation, but it still requires
educator preparedness to prevent new gaps. From an ethical perspective, issues of privacy
and algorithmic bias have emerged, potentially harming students if not addressed through
regulations and digital literacy. The aspect of global competence suggests that education
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must be directed not only at mastering technology but also at strengthening soft skills
relevant to global challenges. Meanwhile, significant gaps remain between developed and
developing countries in Al adoption due to limited infrastructure. Finally, from a policy
perspective, curriculum reform that comprehensively integrates technology, ethics, and
global competence is needed to ensure a truly positive educational transformation.

Al as a catalyst for educational transformation

Al is not just a tool to assist in the educational process, but rather a driver for the birth
of a new paradigm that prioritizes data-based learning and personalization (Nadya et al.,
2025). Through big data analysis, Al can more accurately map the needs, abilities, and
learning styles of each student, allowing for individualized and more effective learning
experiences. This new paradigm shifts the role of education from a uniform approach to a
more flexible, adaptive, and learner-centered model. Thus, Al not only improves the
efficiency of the teaching and learning process but also opens up space for the creation of
pedagogical innovations that are more relevant to the demands of the 21st century.

However, without clear regulations and strong ethical oversight, the use of Al in
education has the potential to create inequities within the education system. This inequity
can manifest itself in various forms, such as discrimination due to algorithmic bias that results
in non-objective learning recommendations, privacy violations due to weak student data
protection, and disparities in access between schools with adequate technological
infrastructure and those without (Kasman et al., 2025). If left unchecked, this will not only
widen the digital divide between regions and social groups, but it could also diminish the role
of teachers as educators who instill humanistic values in the learning process. Therefore,
comprehensive policies, transparent technology governance, and an ethical framework that
supports social justice are needed so that the use of Al can truly become an inclusive
instrument for improving the quality of education, rather than deepening inequality (Hassen,
2025).

Ethics as the main foundation

The implementation of Al in education must be accompanied by comprehensive
regulations oriented toward protecting student interests, particularly regarding privacy,
algorithm transparency, and fair access. Privacy is crucial because Al use relies heavily on
students' personal data, necessitating strict security standards to prevent misuse of
information (Shamsuddinova et al., 2024). Algorithmic transparency is also crucial so that Al
decision-making processes, such as material recommendations or learning evaluations, can
be understood, monitored, and accounted for, thereby reducing the risk of bias or
discrimination. Furthermore, equitable access must be ensured so that Al technology is
enjoyed not only by schools and students in urban areas with adequate digital infrastructure,
but also reaches remote, often marginalized areas. With clear regulations, Al implementation
can be inclusive, fair, and ethical, and truly become a means of sustainable educational
transformation (Baharuddin et al., 2025).

Digital ethics needs to be taught as a basic competency in the education system,
because the success of technological literacy is not only measured by students' ability to
master digital devices, but also by the extent to which they are able to use technology wisely,
safely, and responsibly (Sugiarto & Farid, 2023). With an understanding of digital ethics,
students can be more critical in responding to the flow of information, maintain the privacy of
personal data, avoid plagiarism and the spread of hoaxes, and respect the digital rights of
others. Furthermore, instilling digital ethics from an early age also helps shape the character
of a younger generation who are aware of the social and moral impacts of their online
activities, so that technology is not only interpreted as a practical tool, but also as a medium
of interaction that must be carried out with the principles of responsibility, empathy, and
integrity. Thus, the integration of digital ethics into the curriculum is a strategic step in
preparing students who are not only technologically literate but also have an ethical
awareness in its use in the era of Al and globalization (Biagini, 2025).
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Global competence as a goal of 21st century education

Al should be used as a tool to strengthen global competencies, not simply viewed as a
technology that replaces humans in education. The use of Al can be directed to support
digital literacy, expand access to knowledge across borders, and encourage international
collaboration that enriches students' learning experiences (Jamilah et al., 2024). Through Al,
students can practice critical thinking by analyzing data more deeply, communicating and
collaborating with individuals from diverse cultural backgrounds, and developing the ability to
adapt to rapid technological change. In this way, Al not only improves learning efficiency but
also serves as a catalyst for developing global skills relevant to the demands of the 21st
century. The focus of education should not be on completely replacing teachers or traditional
processes, but rather on leveraging Al as a strategic partner that helps students build global
competencies in an inclusive, ethical, and sustainable manner.

Education in the Al era must emphasize the development of soft skills such as
collaboration, empathy, and communication, as these are aspects of humanity that cannot be
fully replaced by technology. While Al can automate various aspects of learning, provide data
analysis, and tailor materials to individual needs, it lacks the emotional capacity or social
sensitivity necessary to build relationships between people. Soft skills are a crucial
foundation for students facing the increasingly complex world of work and social life, where
the ability to collaborate across cultures, understand others' perspectives, and effectively
convey ideas is essential. By balancing the use of Al with the strengthening of soft skKills,
education can produce a generation that is not only intellectually intelligent and
technologically literate, but also has character, empathy, and is able to interact humanely in a
global society (Alkhajar et al., 2025).

Opportunities and challenges in Indonesia

One of the major opportunities from the application of Al in education is its ability to
expand access to quality education, especially in remote areas that have faced limitations in
teaching staff, facilities, and learning resources (Alkhajar et al., 2025). Through Al-based
learning platforms, students in these regions can access digital learning materials
comparable to those available in urban areas, complete with personalized features tailored to
their abilities and needs. Al can also provide virtual tutors, automated evaluation systems,
and interactive content that help increase learning engagement even without the presence of
a teacher in person. This way, educational disparities due to geographic factors can be
minimized, while also opening up opportunities for students in remote areas to acquire
competencies relevant to global demands. However, for this opportunity to be truly realized,
digital infrastructure support, inclusive policies, and mentoring programs are needed to
ensure equitable access and utilization of Al technology.

The main challenges in implementing Al in education include the digital divide, the lack
of educators skilled in utilizing the technology, and the lack of comprehensive national
policies as a foundation for implementation. The digital divide remains a serious obstacle,
particularly in developing countries, where access to internet infrastructure, technological
devices, and digital literacy is uneven between urban and rural areas. Furthermore, many
educators lack the skills or readiness to effectively integrate Al into the learning process,
resulting in the technology often not being utilized optimally. Another challenge is the lack of
comprehensive national regulations and policies regarding the use of Al in education,
covering aspects of curriculum, ethics, data protection, and equitable access. Without clear
policies and ongoing training support for educators, the use of Al risks only deepening
educational inequalities rather than becoming a means of inclusive and sustainable
transformation (Supriyatmoko et al., 2025).

Policy and practice implications

There is a need for a national curriculum framework that systematically integrates Al,
ethics, and global competencies as part of a long-term education strategy. This curriculum
should not only focus on mastering the technical aspects of Al but also instill an ethical
understanding of data privacy, digital responsibility, and awareness of potential algorithmic
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bias. Furthermore, the curriculum should guide students to develop global competencies,
such as digital literacy, cross-cultural collaboration, critical thinking, creativity, and the ability
to adapt to technological change. With a comprehensive curriculum framework, education
can produce a generation that is not only proficient in using Al but also possesses moral
integrity and is ready to compete internationally. Furthermore, this integration will help create
an education system that is more inclusive, humanistic, and relevant to the needs of the 21st
century (Nature, 2023).

Improving the capacity of teachers and lecturers is key to the successful
implementation of Al-based education, as they serve as the primary facilitators in connecting
technology with students' learning needs. Without adequate skills, the use of Al risks
becoming merely a formality or even creating new gaps in the learning process. Teachers
and lecturers need to be equipped with ongoing training that encompasses a technical
understanding of Al use, the ability to analyze learning data, and the integration of
technology with a humanistic pedagogical approach. Furthermore, capacity building must
also encompass aspects of digital ethics so that educators can guide students in using Al
wisely, fairly, and responsibly. With competent teachers and lecturers, Al can be utilized not
only as a tool but also as a strategic partner in creating more personalized, interactive, and
relevant learning that meets the demands of the digital era.

3. Conclusions and Suggestions

Al has become a catalyst for educational transformation, opening up significant
opportunities for personalized learning, automated evaluation, and increased access to
education. lts effectiveness still depends heavily on educator readiness and infrastructure
availability. Ethical challenges such as data privacy, information security, and the potential
for algorithmic bias require strict regulations and the strengthening of ethical literacy among
educators and students. On the other hand, global competencies such as digital literacy,
critical thinking, cross-cultural collaboration, and other soft skills are essential for the younger
generation to compete in the digital age. However, implementation gaps persist between
developed and developing countries, particularly in infrastructure, digital literacy, and
educational policy. Therefore, educational transformation in the Al era will only be optimal if
there is a balanced integration of technology, ethics, and global competencies in the
curriculum and learning practices. Policy implications emphasize the importance of designing
a national curriculum that is adaptive to technological developments, grounded in ethics, and
capable of equipping students with relevant global competencies.
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